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REPORT ON SETUP OF NEW COMPUTER NETWORK

Introduction

This report is to highlight some key issues and requirements for the setup of a new client-server computer network at your company. Previously, your company has operated using stand-alone computers that are not networked. This report will focus on those concerns you have indicated regarding: 

· Virus protection methods

· Backup and restore procedures

· Software Licensing

Virus Protection Methods
There are two main methods to ensure your computers are safe from viruses. 

Firstly, I recommend that you purchase and have installed virus protection software on all computers connected to the network, and the internet. Virus protection software will constantly run on the machines whenever they are on. The software should be configured to automatically download the latest virus definitions (list of viruses) from the Internet to stay up to date. The software will then scan any files downloaded from the Internet or Emails, and constantly monitor all programs running in order to detect possible viruses. Virus protection software will also allow your hard drive to be scanned on a regular basis for any viruses that could have been saved otherwise.

Once detected the virus will be quarantined, neutralized and deleted wherever possible. 
Another method to keep your computers safe from viruses is to ensure that they regularly download the latest updates from Microsoft. This can be set up by going to the Tools ( Windows Update menu in Internet Explorer and following all on screen instructions. Once configured, computers will automatically keep themselves up to date.
Backup and Restore Procedures
To ensure that data stored on the server is not lost it will be necessary to implement a backup procedure and policy. It is important that files are backed up on a regular basis, and that backup tapes are archived and documented in a uniform fashion. 

I suggest the purchase of a file server with a backup tape drive. On Each Friday night a full backup of the server should be done, taking a copy of ALL files on the server. The tape should be removed the next day, labeled “Full Backup 1 (Date)” and archived. Every other night, an incremental backup should be taken. This will take a copy of any new files or files that have been changed throughout the day. This tape (Labeled “Incremental Tape”) can remain in the machine all week until the following Friday when the “Full Backup 2” tape is inserted, ready for the next weekly full backup. 
This procedure should be repeated each week, and at the end of each month, the “Monthly Backup (Month)” tape is used to complete the full back up. 

Tape usage:- Grandfather – father – son method.

The Monthly tape gets used once a year and stored until the same month the following year (Grandfather). The “Full Backup” tapes get reused each month (Father). The “Incremental Backup” tape gets used each weekday (Son).

When the “son” tape gets worn out it gets promoted to a “Father” tape, which gets used less often. This applies for each tape.

