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Ashfield Boys’ High School


Backup strategies
Taken from Technology Guidelines for School Computer-based Technologies Local Area Network Management (DET)
Data Storage and Management 

The issue of data storage can be complex. In a networked situation, it is usually best to store all important data files on a fileserver rather than on floppy diskettes or on local hard disks in workstations or standalones. The reason for this is that the school’s contingency plan should include total and regular backup of all fileservers while there may not be any direction to   backup local workstations. 

Losing documents or other data files through corruption or accidental deletion when there are no backups will require the manual recreation of those files. This is both time-consuming and avoidable. 

If it is decided that all important data storage is to be on the fileserver(s), then it is important to ensure adequate disk space is available to allow this to occur. A tape backup solution must also be provided which is capable of duplicating this amount of data storage. Tape backups should be stored in a secure area, preferably away from the fileserver. Backup tapes could be destroyed or stolen if stored together with the server. 

When setting up data storage areas on a file server, it should be noted that staff may require separate areas of the disk where they have private use and shared use. A user’s private folder should not be visible to other users while the shared folder should be visible to all users. Separate shared folders can be created for staff and students. 

If it is decided that no data is to be stored on the server(s) and all files are to be saved at the local workstation or on floppy diskette, then it is vital that individual users be aware of their own responsibility to make their own backups of any data files they create. 

Regardless of the method of data storage chosen, it is up to the user to periodically remove unwanted, old or outdated data files from the system to free up valuable disk space. The Network Administrator should regularly check available disk space to ensure sufficient capacity is available at all times. 

Backup Strategies 

Regular backups of data on servers minimises the risk of data loss and damage caused by disk failures, virus infection or network problems. Backup procedures should be carefully planned and adhered to. 

Commercial backup programs such as Backup Exec are available to facilitate the procedures required for effectively managing this aspect of data security. These are best used in conjunction with tape-drive hardware, which uses media capable of storing high volumes of data. Data drives and tapes are available in different capacities depending on requirements. Typically, a tape drive capable of backing up the contents of the server hard disk(s) to one tape is ideal
The basic types of backup procedures are: 

1. Full backup, in which all selected files are copied onto a tape. 

2. Incremental, in which backup occurs only for files which have been changed or created since the last full or incremental backup. 

In developing a backup plan, consider the following: 

3. Storage of data tapes should occur in a secure environment such as the school safe where fire, water and theft risks are minimised.
4. Periodically verify data tape reliability in recovering files.
5. A full backup should preferably fit on one data tape cartridge. 

6. Label tapes with date, time and type of backup (Full or Incremental)
7. Rotate the backup media.
8. Conduct a full backup each week, an incremental backup daily and archive full backup tapes on a monthly basis.
9. Server access to the tape backup system should be on an authorised,password protected basis only.
Activity 1: Develop a Backup Strategy for the school

1. Use the provided information to develop a backup strategy suitable for Auburn Girls High School. Follow the DET guidelines wherever possible

2. Provide valid reasons for decisions you make about when to back up.

3. Write the labels (backup type and number) of each tape in the table below. Ie: for each tape write the TYPE of backup used (full / incremental / differential) and the NUMBER of the tape (eg. FULL 1, INCREMENTAL 1, DIFFERENTIAL 1)
4. You have 12 tapes to account for.

5. Create a spreadsheet of this data once you have finished and save it on the server
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FRIENDS TO TRUTH
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	TAPE BACKUP SCHEDULE FOR SERVER "aghsfs1"
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	WEEK
	BEG DATE
	MON
	TUES
	WED
	THUR
	FRI

	TERM 1

	6
	1-Mar
	 
	 
	 
	 
	 

	7
	8-Mar
	 
	 
	 
	 
	 

	8
	15-Mar
	 
	 
	 
	 
	 

	9
	22-Mar
	 
	 
	 
	 
	 

	10
	29-Mar
	 
	 
	 
	 
	 

	11
	5-Apr
	 
	 
	 
	 
	 

	TERM 2

	1
	27-Apr
	 
	 
	 
	 
	 

	2
	4-May
	 
	 
	 
	 
	 

	3
	11-May
	 
	 
	 
	 
	 

	4
	18-May
	 
	 
	 
	 
	 

	5
	25-May
	 
	 
	 
	 
	 

	6
	1-Jun
	 
	 
	 
	 
	 

	7
	8-Jun
	 
	 
	 
	 
	 

	8
	15-Jun
	 
	 
	 
	 
	 

	9
	22-Jun
	 
	 
	 
	 
	 

	10
	29-Jun
	 
	 
	 
	 
	 


Activity 2: The “grandfather – father – son” scheme
Write the “life story” of a backup tape to show your understanding of the “Grandfather – Father – son” backup scheme. Your answer must be typed using an IT class document template (available at www.teachers.ash.org.au\ozmused\itdocs\it_temp.dot)
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